
	SaaS Security Assessment Workbook
	


SaaS Security Assessment Workbook
Architecture, data, identity, operations, resilience, privacy, contracts, and exit planning
Review process
	Step
	Review stage

	1
	Scope the decision and risk

	2
	Collect and validate evidence

	3
	Assess explicit criteria

	4
	Resolve gaps, conditions, and ownership

	5
	Decide, document, and reassess


Review record
	Service or provider
	[Enter name]
	Review ID
	[Enter ID or ticket]

	Reviewer
	[Enter name]
	Decision owner
	[Enter accountable owner]

	Review opened
	[YYYY-MM-DD]
	Decision due
	[YYYY-MM-DD]


STAGE 1
Scope the decision and risk
Record the intended use, deployment boundaries, data, access, owner, decision deadline, and initial risk tier before assessing evidence.
	Scope prompt
	Your context

	Business process and expected outcome
	[Enter context, boundary, or requirement]

	Data types, sensitivity, residency, and retention
	[Enter context, boundary, or requirement]

	User groups, administrators, and external collaborators
	[Enter context, boundary, or requirement]

	Integrations, APIs, agents, browser access, and data exports
	[Enter context, boundary, or requirement]

	Availability, recovery, and support expectations
	[Enter context, boundary, or requirement]

	Regulatory, contractual, customer, or internal obligations
	[Enter context, boundary, or requirement]

	Decision deadline, pilot scope, and planned go-live date
	[Enter context, boundary, or requirement]

	Exit, migration, and deletion requirements
	[Enter context, boundary, or requirement]


Initial risk tier
	□ Low
	□ Moderate
	□ High
	□ Critical

	Limited data and impact
	Meaningful business or data exposure
	Sensitive data, privilege, or critical process
	Severe impact, concentration, or regulatory exposure


Risk-tier rationale: [Explain impact, likelihood, exposure, and any required escalation.]
STAGE 2
Collect and validate evidence
List each item reviewed and validate its owner, scope, period or version, integrity, and relevance. Record missing, stale, incomplete, or unverified evidence.
	Evidence to collect
Architecture, data-flow, and tenant-isolation description; SOC 2 report, ISO certificate, or independent assessment; Identity, access, and privileged administration documentation; Encryption, key management, logging, and monitoring evidence; Secure development and vulnerability management materials; Incident response, notification, continuity, and recovery evidence; Privacy notice, DPA, subprocessor list, and deletion terms; Contract, SLA, security addendum, and exit provisions.



Evidence inventory
	Evidence item / Evidence owner
	Evidence scope
	Evidence period or version
	Evidence location
	Validated by / date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Evidence gaps and limitations
	Missing, stale, incomplete, or unverified evidence
	Impact on confidence or review coverage

	
	


STAGE 3  |  ASSESSMENT PAGE 1 OF 6
Assess explicit criteria
Status key: Meets  |  Partially meets  |  Does not meet  |  Pending evidence  |  Not applicable  |  Risk accepted
Architecture and tenant isolation
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Document service boundaries, hosting regions, control planes, and material dependencies.
Look for: Current architecture and responsibility model
	[Select]
	

	Understand how tenant data, identities, compute, storage, and logs are isolated.
Look for: Tenant isolation design and test evidence
	[Select]
	


Data lifecycle
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Map collection, processing, storage, transfer, backup, export, retention, and deletion.
Look for: Data flow and lifecycle documentation
	[Select]
	

	Confirm location, purpose limitation, deletion timing, and backup treatment meet requirements.
Look for: Configuration, policy, contract, and verification evidence
	[Select]
	


STAGE 3  |  ASSESSMENT PAGE 2 OF 6
Assess explicit criteria
Status key: Meets  |  Partially meets  |  Does not meet  |  Pending evidence  |  Not applicable  |  Risk accepted
Identity and privileged access
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Evaluate SSO, MFA, provisioning, deprovisioning, session controls, and role design.
Look for: Identity configuration and access-control documentation
	[Select]
	

	Review provider privileged access, approvals, logging, emergency use, and periodic recertification.
Look for: Privileged access procedure and operating evidence
	[Select]
	


Encryption and key management
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Confirm encryption for relevant data in transit and at rest, including backups and exports.
Look for: Protocols, algorithms, coverage, and exceptions
	[Select]
	

	Review key generation, storage, rotation, access, revocation, and customer-managed options.
Look for: Key management architecture and procedures
	[Select]
	


STAGE 3  |  ASSESSMENT PAGE 3 OF 6
Assess explicit criteria
Status key: Meets  |  Partially meets  |  Does not meet  |  Pending evidence  |  Not applicable  |  Risk accepted
Logging and detection
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Identify security, admin, authentication, configuration, and data-access events available to customers.
Look for: Audit log catalog, retention, API, and export options
	[Select]
	

	Evaluate provider monitoring, alerting, investigation, and evidence retention.
Look for: Detection coverage and incident handling evidence
	[Select]
	


Secure development lifecycle
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Review design, code review, testing, release approval, secrets handling, and environment separation.
Look for: SDLC standard and recent operating evidence
	[Select]
	

	Confirm material product changes receive security review and traceable deployment approval.
Look for: Threat model, test result, change, and release record
	[Select]
	


STAGE 3  |  ASSESSMENT PAGE 4 OF 6
Assess explicit criteria
Status key: Meets  |  Partially meets  |  Does not meet  |  Pending evidence  |  Not applicable  |  Risk accepted
Vulnerability management
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Assess asset coverage, scanning, penetration testing, prioritization, remediation, and exception handling.
Look for: Policy, scope, recent results, SLA performance
	[Select]
	

	Understand disclosure, customer notification, and treatment of third-party dependencies.
Look for: Disclosure process, dependency controls, and sample advisory
	[Select]
	


Incident response
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Confirm detection, containment, investigation, evidence preservation, recovery, and lessons learned.
Look for: Incident plan, roles, exercise, and sample outcome
	[Select]
	

	Check that notification triggers, timing, content, contacts, and cooperation duties meet your needs.
Look for: Contract terms and notification procedure
	[Select]
	


STAGE 3  |  ASSESSMENT PAGE 5 OF 6
Assess explicit criteria
Status key: Meets  |  Partially meets  |  Does not meet  |  Pending evidence  |  Not applicable  |  Risk accepted
Resilience and recovery
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Compare service architecture, redundancy, backups, recovery targets, and tests with business needs.
Look for: BCP/DR design, RTO/RPO, test dates and outcomes
	[Select]
	

	Identify dependencies or support assumptions that could prevent recovery.
Look for: Dependency map, capacity assumptions, and corrective actions
	[Select]
	


Privacy and subprocessors
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Confirm roles, purposes, legal terms, rights handling, and privacy contacts.
Look for: Privacy notice, DPA, data inventory, and rights procedure
	[Select]
	

	Review subprocessors, locations, change notice, objection rights, and flow-down controls.
Look for: Current subprocessor list and contract terms
	[Select]
	


STAGE 3  |  ASSESSMENT PAGE 6 OF 6
Assess explicit criteria
Status key: Meets  |  Partially meets  |  Does not meet  |  Pending evidence  |  Not applicable  |  Risk accepted
Contracts and accountability
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Match security commitments, audit rights, incident duties, support, and remedies to the risk.
Look for: Contract, SLA, DPA, and security addendum
	[Select]
	

	Assign internal owners for configuration, monitoring, user administration, and periodic review.
Look for: Responsibility matrix and control owners
	[Select]
	


Exit and portability
	Criterion and expected evidence
	Status
	Evidence and reviewer notes

	Confirm export formats, migration support, deletion, certification, and backup expiration.
Look for: Exit procedure, contract, and tested export
	[Select]
	

	Identify lock-in, concentration, and business continuity implications.
Look for: Alternate process, contingency plan, and decision rationale
	[Select]
	


STAGE 4
Resolve gaps, conditions, and ownership
Record each material gap or condition, its priority, owner, due date, and follow-up result.
Findings and follow-up register
	ID
	Finding, gap, or condition
	Priority
	Follow-up owner and due date
	Follow-up result

	F-01
	
	
	
	

	F-02
	
	
	
	

	F-03
	
	
	
	

	F-04
	
	
	
	

	F-05
	
	
	
	

	F-06
	
	
	
	


Condition quality check
□ The required outcome is specific and testable.
□ The owner has authority and a realistic due date.
□ An interim control is documented where exposure begins before closure.
□ Failure or expiration leads to a defined escalation, suspension, or reassessment.
STAGE 5
Decide and document
Record the decision, accountable owner, rationale, conditions, accepted risks, approval boundaries, and next review date.
	Decision options
□ Approve  |  □ Approve with conditions  |  □ Defer pending evidence  |  □ Reject  |  □ Escalate



Decision questions
	Question
	Conclusion and rationale

	Does the service meet the data, identity, security, resilience, and privacy requirements for this use?
	

	Which responsibilities remain with our administrators, users, developers, and monitoring teams?
	

	Are contractual commitments proportionate to the impact of failure?
	

	Can each material gap be closed, controlled, accepted by the right owner, or avoided?
	

	What evidence, event, or date will trigger reassessment?
	


Decision record
	Decision
	[Select]
	Decision date
	[YYYY-MM-DD]

	Decision owner
	[Enter name and role]
	Next review
	[Date or event]


	Decision rationale
	Conditions, accepted risks, and approval boundaries

	
	


STAGE 5 CONTINUED
Plan reassessment
Set review dates and event triggers. Assign a monitoring owner and define the action required for each trigger.
	Reassessment trigger
	Monitoring source and owner
	Action when triggered

	Material product, architecture, hosting, ownership, or subprocessor change
	[Enter owner and source]
	[Enter review or escalation action]

	Security incident, repeated outage, or missed contractual commitment
	[Enter owner and source]
	[Enter review or escalation action]

	New integration, sensitive data type, privileged use, or user population
	[Enter owner and source]
	[Enter review or escalation action]

	New independent assurance report or material unresolved finding
	[Enter owner and source]
	[Enter review or escalation action]

	Contract renewal, risk-acceptance expiration, or scheduled review date
	[Enter owner and source]
	[Enter review or escalation action]


References
• NIST Cybersecurity Framework 2.0
• Cloud Security Alliance, Cloud Controls Matrix
• OWASP Application Security Verification Standard
	Limitations
Adapt the criteria, escalation paths, retention period, and approval authority to applicable requirements. This material is not legal advice or an audit opinion.
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